"Microsoft Account Verification Setup" Tutorial
Lebanese University

1. Go to: https://account.microsoft.com in Google Chrome
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It's all here with
Microsoft account

Your Microsoft account connects all your Microsoft apps and services.
Sign in to manage your account.
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- Enter your email (Faculty & Staff: ...... @ul.edu.lb — Students: ...... @st.ul.edu.lb)
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Sign in

wee@St.Uledu.Ib/ul.edu.lb |

No account? Create one
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Q Sign-in options

- Enter your password
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Enter password

Terms of use  Privacy & cookies  +« .«

3. Click: "Next"
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account




4. Choose your account

5. Click: "Skip setup"

B® Microsoft

Pick an account

@ @st.uledulb

Signed in

+ Use another account

@st.ul.edu.lb

Add your phone number

¢

Verify it's you with a call or text code to your phone.

Country code

United States (+1

Phone number

Enter phone number

Choose how to verify
(®) Text a code

Ocal

Message and data rates may apply. Pressing Next
means that you agree to the Terms of service and
Privacy and cookies statement.

Set up a different way to sign in



6. Click: "Next"
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

NOTE: Any time steps 4—6 appear again, follow the same instructions.

7. Click: "Checkbox"
- If you are signing in on a personal computer/laptop: Click "Yes”
- If you are signing in on a public or shared computer: Always click "No"
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@st.ul.edu.lb
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes



8. After signing in, select: "Security info" from the left-hand menu
(Reminder: If the sign-in prompts reappear, follow the same steps as before)
Then, click: "Add sign-in method"
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Security info

These are the methods you use to sign into your account or reset your password.

@stuledulb + Add sign-in method

& My Account ~ i oo Last updated:
Overview
Lost device? Sign out everywhere
Devices

Change Password
Organisations
Settings & Privacy
Recent activity

B MyApps

3 My Groups v

9. Choose: "Email"

Add a sign-in method X

6 Microsoft Authenticator
O Approve sign-in requests or use one-time codes

Hardware token

Sign in with a code from a hardware token

@

Phone

Get a call or text to sign in with a code

Alternative phone
Get a call to sign in with a code

% Office phone
Get a call to sign in with a code

Email

Receive a code to reset your password

Learn more about each method to help you choose.



10. Add your personal email address, then click: "Next"

Add an email address X

-

We'll use this to send you a code if you ever need to
reset your password.

@gmail.com |

11. Get the code from the email sent to the email address you added

M

Gmail e A
Microsoft on behalf of L.

Lebanese University account email
verification code

Verify your email address

Thanks for verifying your @st

.ul.edu.lb ac |
Your code i&
Sincerely,

Lebanese University
This message was sent from an unmonitored
email address. Please do not reply to this m...

Delete Mark as re... Reply I

12. Enter the 6-digit code, then click: "Next"

Verify your email X

Enter the code we sent ‘@gmail.com.

000000

Resend code




13. Click: "Done"

@ Email Added

-

You can now receive a code at this email if you ever

need to reset your password.

14. Click: "Add sign-in method"

Security info

These are the methods you use to sign into your account or reset your password.

-+ Add sign-in method
Last updated:

[ Password haE e Change
8  email Delete

Lost device? Sign out everywhere

15. Choose: "Microsoft authenticator"

Add a sign-in method

ﬂ Microsoft Authenticator
e ADDTO\/E sign-in '(“QUES‘S or use one-time codes

Hardware token
@ Sign in with a code from a hardware token

% Phone
Get a call or text to sign in with a code

% Alternative phone

Get a call to sign in with a code

% Office phone

Get a call to sign in with a code

Learn more about each method to help you choose.



16. Click: "Set up different authentication app"

Install Microsoft X
Authenticator

Install the app on your mobile device, then come
back here to continue.

B GooglePlay @ App Store

Set up a different authentication app

Back Next

17. Click: "Next"

Set up your account in app X

Start by adding your account.

o | I




18. Keep your laptop open on this page and use your mobile phone to follow
steps 19-23

DO NOT click "Next"

Scan the QR code X

=l

Use your authenticator app to scan the QR code. This
connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

v

Important notice: Login will only be accessible from the phone where the
app is installed, so make sure to use your own mobile phone, as you will
need it for all future logins

19. Open "App Store" or "Play Store" and download: "Microsoft authenticator"

Note: It is very important to download the correct application, as shown
below
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Microsoft Authenticator
Microsoft Corporation

48% 3
2M reviews © Rated for 3+ © 37 MB




20. Open the downloaded Microsoft Authenticator application

- Click: "Allow" — It is very important as you will need it for all future logins

Allow Authenticator to send you
notifications?

- Click: "Accept", then "Continue"




21. Click: "Scan a QR code"

In case you skipped this step or you see the following tab, click: "Verified IDs"
then "Scan a QR code"

| Accept a Verified ID for
of your identity i
Some websites and organizations n
e offer Verified IDs. They make acco
Lot add your first accounl 9 | setup simpler and safer, while giving
more visibility and control over you

For further assistance, see the Help - ‘ personal data,
in the menu. Il

A website typically offers a Veri

| through a QR code. Scan the




22. Click: "While using this app", then scan the QR code displayed on your
laptop
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& ScanQRCode

o account provider il daplay 3 QR code

®

Allow Authenticator to take pictures
and record video?

While using the app

Only this time

Don't allow

Note: If you started the setup on your mobile phone, take a picture of the
QR code in step 18 using another device. At the current step, open the
picture on that device and scan the QR code with the Authenticator app on

your mobile
It is very important to scan the code on the device that you will always use

to login!

23. Click: "OK", then click: "Lebanese+University"

Authenticator

Lebanese+University
@st.ul.edulb

App Lock enabled

To better protect Authenticator, we've
enabled App Lock by default. To turn it

off, go to the app settings

0K




24. Click: "Next" on the device you are using for setup

Scan the QR code X

Use your authenticator app to scan the QR code. This
connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

25. Write on your laptop the 6-digit code from your authenticator app, then
click: "Next"

One-time passwords enabled.
You can use the one-time passward codes
generated by this app to verify your sign-ins.

One-time password code | E n te r th e cod e X
© e rai :

Enter the 6-digit code from your authenticator app.

Code

Back Next




26. Click: "Done"

@ Authenticator app added

Use codes from this app the next time you sign in.

Done

27. The verification setup is complete once these three methods appear under
"Security info"

Security info

These are the methods you use to sign into your account or reset your password.

+ Add sign-in method

Last updated:
=] Password 3t Upclete

0 Authenticator app
Time-based one-time

8 Email

Lost device? Sign out everywhere

28. From now on, when logging into your account, there will be one additional

step after entering your email and password: verification using the

Microsoft Authenticator app

- You may be asked to enter a 6-digit code from the app, as shown
previously in step 25

- Or you may receive a push notification on your phone asking you to
enter the 2-digit number displayed on your login screen

Once this step is completed, the login will be successful



